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ABSTRACT
Electronic commerce is advancing quickly, which makes online transaction management very complex. The fact that e-commerce is a complicated network of linked transactions generates many risks. In this article, we identify, analyze, and discuss the key risks facing e-commerce based on an analysis of 80 papers. This evaluation allowed us to identify four primary risks: environmental risks, operational risks, perceived risks, and, finally, reverse logistics risks. The environmental risks are related to all extremely damaging actions, such as excessive fuel usage, CO2 emissions, and more packaging. Perceived risks are directly tied to the customer and can confuse the purchasing decision. Operational risk arises from the flow of e-commerce logistics. And finally, the risk of reverse logistics when a customer returns a defective product. For this reason, security measures need to optimize these risks, maintain service performance, satisfy customers and respect the sustainability of the environment. 
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1. INTRODUCTION
  The rapid development of the internet has resulted in significant growth in online sales, also known as e-commerce, e-business, electronic commerce, online shopping, or buying through the internet. There are various definitions of e-commerce in the literature. According to [1], there is no commonly accepted definition of e-commerce. E-commerce, for example, is described as the exchange of business data, the maintenance of business relationships, and the completion of commercial transactions [2]. Furthermore, [3] define e-commerce as a new business model that fulfills the needs of companies, merchants, and shoppers to reduce costs, improve the quality of products and services, and speed up service delivery. Also, [4] mentioned that “electronic commerce is a new concept that entered the business repertoire in the 1970s”. Finally, electronic commerce, also known as e-commerce, refers to any business type or commercial transaction involving data transmission over the internet [5]. 
We can conclude that e-commerce is a brand-new concept of online shopping that fits the service and product needs of organizations, merchants, and purchasers. The expansion of e-commerce has been in the United States, which is the leading continent in electronic sales, as Japan, Europe, and  Asia-Pacific region [6]. E-commerce consists of multiple chains and streams interacting with each other. These flows are subject to some limitations and obstacles that threaten the implementation of this e-commerce business. The risk concept has always been present in industrial activity. There are different definitions of the term "risk" in the literature. The Risk definition is a scenario or event in which something of human value (including persons) is at stake, and the future is uncertain [7]. Risk Management Vocabulary (ISO 2002), defines risk as a combination of the probability and extent of the impacts, and it is certainly comparable to expected harm [8]. The development and growth of the Internet world have made it possible to develop services for buying and selling products or services over the internet. For this, e-commerce lets to switch of business data without difficulty thru the internet facilitates transactions, and decreases costs. In addition, it improves the best of products or services and hurries up the speed of delivery. However, as in any other area, some risks can interfere with normal operations. This review of the literature's purpose is to identify some risks that become harmful to e-commerce.
2. RESEARCH METHODOLOGY
In this study, we chose to work with a literature review, because the literature review is characterized above all by a qualitative synthesis [9]. Meanwhile, [10] described literature reviews as a methodical, explicit, comprehensive, and repeatable way to identify, evaluate, and interpret existing original works created by researchers and scholars. [9] added that literature reviews make up the backbone of almost all academic papers. Several researchers have studied the risks of e-commerce and have identified different risks to measure and manage them. This research is based on a review of the literature of 80 articles published between 1996 and 2021. The choice of articles depends on the importance, that the author place on the topic of e-commerce risks. In this framework, research focuses on finding keywords in research areas, such as "e-commerce risk assessment", " electronic commerce risk" and "e-commerce risk assessment", used in various information sources such as journal articles, conferences, reports, and books. This research is conducted on the websites of the "databases" Google Scholar (www.scholar.google.com), (www.ieeexplore.org), Scopus (www.scopus.com), Elsevier (www.elsevier.com), Taylor and Francis Internet  (www.tandfonline.com), Science Direct (www.sciencedirect.com ).
3. GENERAL RESULTS AND ANALYSIS :
In this study, we worked on 80 articles that dealt with the risks that the e-commerce sector faces.
3.1 Number of publications
Based on this research, the graph below (figure 1) depicts the evolution of research in the field of e-commerce risk and how it has progressed from 1996 to 2021.
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Figure 1 Publication Per year
Visually, the diagram in Figure 1 is divided into three intervals in keeping with the distribution of publications in line with the year:

The first period is from 1996 to 2004. The articles published during this period deal primarily with e-commerce-related environmental risks (28%), whose ecological influence is growing in importance, as indicated by an apparent peak in 2003 due to articles on environmental risks. Subsequent (35%) articles deal with perceived risk, and the rest of the publications deal with operational risk (17%), especially those related to supply chain risk. 15% of publications present other risks. Finally, some publications (4%) deal with reverse logistics risk.
The second period was from 2005 to 2015. Throughout this period, the charts show that studies on e-commerce risk have decreased compared to the previous period, while publications dealing with environmental risk are number one (43%). The authors continue to address the perceived risks (13%). Publications dealing with operational risk are more or less stable (20%). On the other hand, no paper reverse logistics risks present 2%. Lastly, other risks appear at (22%)
The third period is from 2016 to 2021. The total number of articles examined during this period is 26, and the number of articles on environmental risks (30%) decreased compared to the previous two periods. As a result, the auteurs' attention focused on publications dealing with supply chain-related operational risk (30%) related to the supply chain justified by the peak of 2019. Finally, perceived risks increase than withinside the preceding periods (20%), and reverse logistic risks present (20%).
3.2 Document type

The documents examined in this study come from a variety of sources. The Diagram Fig.2 depicts these various document types.
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Figure 2 Document type

This study is research from diverse sorts of publications. The majority of publications are journal articles (84%), mainly published as analysis and assessment (41%), study and case study (19%), reviews (16%), literature reviews (12%), surveys (6%), theory (2%), collaboration (1%) and experimental research (1%). Second, 9% of type of publications are conference papers, divided into conferences (45%), surveys (44%), and analyses (11%). The third place is occupied by other publications such as, excerpts from books (4%) in the form of study. Finally, the last type of publication is Reports (3%). 
3.3  Paper type
This section describes the various sorts of academic publications that were used in this research. According to [11], scientific publications publish a variety of papers, which all extend to the scope of the journal. [11] cites five major academic papers categorized as follows:
· “Primary or original research Articles dealing with topics such as 
Randomized controlled trial, Clinical trial, Before-and-after study, Cohort study, Case-control study, Cross-sectional survey, Diagnostic test assessment, Case report/case series, & Technical note. 

· Secondary or review articles: Narrative review article, Systematic 
review, Meta-analysis. 

· Special articles: Letters/correspondence, Short communications, 
Editorials/opinions, Commentaries, Pictorial essays, and other special categories.
· Tertiary literature: Textbooks, handbooks, manuals, Trade or 
professional publication articles, Encyclopedias. 

· Gray literature: Conference proceedings, posters, abstracts, 

Government reports For-profit and nonprofit organization reports online forums Blogs, microblogs, tweet chats, and other forms of social media.”
The diagram Fig.3 shows the different document types used in this study, to see the methodology and direction of researchers conducting this of research type, to evaluate and analyze the risks in the e-commerce sector.
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Figure 3 Paper type

· Secondary or review articles:  search found that the majority of 

the publications on which this search was based on secondary articles or reviews, accounting for (56%) of all publications:  
Analysis: analysis presented (53%), and it focused primarily on the analyze of e-commerce risks as operational risks, potential risks, and other articles on the e-commerce environmental risks such as carbon footprint, carbon emissions, and carbon impact. Finally, there are publications on e-commerce management and supply chain risk.

Reviews: The second type of publication is a review, which accounts for 27% of all publications. The topics of the reviews include a review of reverse logistics, supply chain breakdown, risk management of logistic systems, as well as the environmental impact of electronic commerce. 
Literature review: The final category, literature review, accounts for (19%) of all publications and focuses on environmental impacts of logistics, sustainability and supply chain management, state of the art in e-commerce foot printing, and supply chain disruption recovery. The literature review publications also begin with integrated e-commerce and consumer protection.
· Primary or original research articles accounted for 38% of the total, with a variety of studies such as:

Survey: A survey is the second category of Primary or original research article accounting (24%) written in the context of perceived risks in online shopping, and also the effects of home shopping on trucks and carbon emissions, and analysis of e-commerce risk.
Report: The third category reports account for (8%), and focus on the state of retailing online, product-level supply chain carbon audits, while report-type posts focus on online retail status, key indicators, and initiatives.
Assessment and theoretical research: The fourth category of the primary article is assessment and theoretical research accounting for (5%) of each other: depending on the title of the assessment articles, are dedicated to The Economic and Environmental Implications of Centralized Stock Keeping, Energy implications of online book retailing in the United States and Japan, Cross-border B2C e-commerce to China: An evaluation of different logistics solutions under uncertainty, Exploiting Big Data in Logistics Risk Assessment via Bayesian Nonparametric. Finally, theoretical research will discuss a conceptualization of e-risk perceptions and implications for small firms’ active online internationalization.

Experimental research: The final category is experimental research, which accounts for (3%) of all publications, with a publication about A Software Framework for Non-Repudiation Service based on Adaptive Secure Methodology in Electronic Commerce.
· Gray literature presents (4 %) of all publications, principally 
based on the conference and proceeding articles. The conference subjects are Dynamics in Logistics, Electronic Commerce Risk, and a Conceptual Framework for Mitigating the Risk in eCommerce Websites. 
· Special articles and Tertiary literature present each other at 
(1%). The special article is a dialogue about rethinking the role of consumers in supply chain management, and tertiary literature is a part of a book about Green logistics Improving the environmental sustainability of logistics.
4. DETAILED ANALYSIS AND DISCUSSIONS:
This study is based on a literature review analysis of 80 publications published in the period 1996-2021 in different journals. According to the analysis of the results obtained from this literature review, with the rapid evolution of e-commerce, we see that e-commerce faces risks and problems that disrupt the proper functioning of the field. Figure 4 shows the various risks the authors discussed in their respective studies.
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Figure 4 E-commerce Risks

This risk classification is determined by evidence culled from a variety of sources. These findings are based on a review of 80 papers that deal with the various risks associated with electronic commerce. Figure 4 presents four main risks mentioned in different publications. The first ranking concerns environmental risks, which present 35% of the total. The second ranking presents operational and perceived risks for (22%) of each other. The third family is reverse logistics presents a break to e-commerce with a rate of 9%. Finally, the last category is a different type presenting 12% of the totality. To these results; different types of risks are recognized when making a purchase decision, such as product risk, security risk, and privacy risk [12]. The perceived risk is of particular concern to online shoppers. Personal information provided online over the internet and the security of personal data may be used by hackers for illegal purposes. Second, because logistics is such a crucial component of electronic commerce, all risks related to logistics are automatically transferred to electronic commerce. A literature review of supply chain risk [13], found that the supply chain risks described in this study, including operational and environmental risks, exist in the e-commerce sector. It is widely held that logistics systems are insecure in the global business era [14], and exposed to a wide range of challenges [15]. E-commerce can face logistics-related operational risks, such as supply and demand risks as well as reverse logistics risks. Third, e-commerce creates additional travel, packaging, and returns management that simplifies and minimizes consumer travel while undermining environmental sustainability. 

4.1 Environmental risks

Due to the growing expansion of e-commerce, the environmental concerns linked with the e-commerce domain are increasing [16]. Environmental issues are growing [17], and the impact of B2C and e-commerce logistics operations, on the environmental sustainability of businesses in many industries is uncertain [18]. When it comes to environmental sustainability, the impact of B2C e-commerce supply chain operations on the environmental sustainability of businesses across industries is uncertain [12],[16]. In addition, the supply chain is a strong link for online business, and the field of supply chain management has an inherent connection to sustainability, and it has been recognized that the concept of sustainability extends to both the operational drivers of profitability and their relationship to people and the environment in which we all live[19].[20] undertook a careful evaluation of the existing research on the ecological impacts of B2B and B2C e-commerce; among those implications, increase information technology usage increase, physical distribution, and additional packaging as mentioned [21]. A recent study by [22]focused on problems such as resource waste, environmental pollution, and reverse logistics problems. [23] cited Two conditions that significantly affect the environmental performance of B2C e-commerce are population density, which is related to consumer travel modes and distances, and the number of goods purchased in a single order.
Transport and carbon emissions: The environment is becoming increasingly important to governments, businesses, and other private entities worldwide. Organizations are beginning to appreciate the importance of transportation's environmental and social repercussions, such as noise pollution and traffic congestion, on other parties or society as a whole [24]. On the other hand, according to [25], the logistics system's most significant source of environmental risks is the transportation sector, and the choice of mode of transportation is a specific example of a choice that affects the environment. [18] generally believe that transportation has the greatest impact on durability. In general, express deliveries are frequently made by means of transportation, whose environmental pressure is higher than regular deliveries, so the environmental impact would be high [26]. In this regard, the delivery of the last kilometer is perceived as the most significant of transportation activities, as there is typically very little difference between the two options (i.e., online purchases compared to traditional purchases) for the majority of other transportation activities [27]. [28] concluded that last-mile delivery and return environmental effects warrant higher priority due to their rapid growth, and there is a complicated relationship between online purchases and the environmental impact of moving goods. The environmental sustainability of last-mile delivery primarily concerns the effects of road-borne merchandise transport, including air pollution (such as SOx, NOx, and CO), greenhouse gas emissions (such as CO2, CO2e, and CH4), noise pollution, and encroachments (resulting in fuel spills)[24]. Additionally, the most significant negative externalities associated with transportation include emissions (such as air and greenhouse gas (GES) pollution), noise, water pollution, traffic congestion, and accidents [24]. The analysis of the environmental effects of extended supply chains makes use of emission stress categories that are limited to air and water emissions [29]. Recent developments in stock distribution and control have made it possible for businesses to realize considerable cost savings. In general, these changes have not been examined in terms of how they may affect environmental quality, energy consumption, and sustainability [30]. The rapid growth of online shopping and home delivery has contributed to the recent increase in the use of trucks, which use more fuel and emit more emissions per ton of transported goods than other types of vehicles [31]. The CO2 emissions level of the last mile in e-commerce, which is considered "very high," is likely the most contentious of the environmental effects studied [32]. Emissions are regarded by [17], as a frequently recommended performance indicator of logistics systems' environmental performance. Some online purchase areas compare more favorably to traditional retail sales, such as the book and DVD industries. Due in part to unsold merchandise, CO2 emissions from traditional retail are higher than in the case of online buying [23]. Faster deliveries make it more difficult for carriers to efficiently aggregate supplies, forcing them to make mostly empty trips, which increases CO2 emissions. Additionally, deliveries to homes are thought to have greater connected CO2 emissions [33].On the other hand, [20] focused on the carbon footprint of electronic commerce and looked at several industries. Consumer trips significantly increase the environmental footprint, according to numerous types of research on the effects of retailing on the environment. Consumer travel may use more energy than the total amount used to carry goods from the factory to the store, depending on the mode of transportation, the distance traveled, and the number of products in the shopping basket [34]. Moreover, energy consumption, mileage, gas emissions, and waste creation are the four main categories of metrics used to assess the effects of e-environmental commerce, according to [26]. Along with CO2 emissions, it has negative effects on the environment [35],20,[32],[36], and it has a high carbon footprint (e-commerce) [20]. Another sort of emission is continuous travel and related greenhouse gas (GHG) emissions, the significance of which varies by industry sector. These emissions come from unattended (or failed) supply [37] and returns from customers' processing [38].
Packaging: Beyond the effects of electronic commerce on conventional transportation, the packaging of delivered goods hurts environmental sustainability, particularly plastic waste and unsigned packaging [39]. Additionally [28] defined the four categories of distribution network design, transportation planning and management, packaging, and warehousing as the primary areas in e-commerce logistics operations that have an impact on the environment. The product packaging represents additional consumption on the part of the retailers, which has an impact on environmental sustainability [39]. Due to the individual packaging needed to send some products directly to customers [40],[41], and the additional packaging needed to deliver these items via express mail, online B2C business is typically thought to hurt the environment [21]. On the other hand, according to [23], managing client returns and small-lot shipments hurts the environment since it necessitates additional dumping and more involved collection and packaging processes. Due to the constrained amount of packaging used, the effect of customers using shopping bags for provisions in the context of traditional purchases is typically less severe [41].
Last-mile deliveries: E-commerce choices solve a big problem for online shoppers. E-commerce allows customers to meet their needs, especially with the courier, especially last-mile delivery. Given the significant increase in the number of last-mile deliveries and the number of services offered by customers, shopping will be easier, and you will be able to return if you are dissatisfied. And from the other hand, the increasing amount of last-mile deliveries causes more traffic jams, collisions, and longer long queues in public transit [42], transportation noise in residential areas, and illegally parked practices [43], which has a significant impact on public transportation and shows a negative social effect on the society as a whole. Table 1 shows the publications presenting the e-commerce environmental risks.
Table 1 Environmental E-commerce risk
	Type of risk
	Authors
	Title
	Journal

	Emissions
	[20]
	The environmental implications of electronic commerce: A critical review and framework for future investigation
	Management of Environmental Quality: An International Journal

	
	[17]
	The environmental impact of changing logistics structures
	The International Journal of Logistics Management

	
	[35]
	50th Anniversary Invited Article—City Logistics: Challenges and Opportunities
	Transportation Science

	
	[32]
	Carbon emissions of retail channels: the limits of available policy instruments to achieve absolute reductions
	Journal of Cleaner Production

	
	[44]
	Green management practices and firm performance: A case of container terminal operations
	Resources, Conservation and Recycling

	
	[31]
	Vans and the Economy
	Advanced Engineering Informatics

	
	[30]
	The Economic and Environmental Implications of Centralized Stock Keeping.
	Journal of Industrial Ecology

	
	[37]
	Transport impacts of local collection/delivery points.
	International Journal of Logistics Research and Applications.

	
	[28]
	Environmental Impact of Last Mile Deliveries and Returns in Fashion E-Commerce: A Cross-Case Analysis of Six Retailers.
	2019 IEEE International Conference on Industrial Engineering and Engineering Management (IEEM).

	
	[45]
	Financing and carbon emission reduction strategies of capital-constrained manufacturers in E-commerce supply chains.
	International Journal of Production Economics.


	
	[46]
	Effects of e-commerce on urban distribution and the environment.
	Journal de la société d'Asie orientale pour les transports

	
	[38]
	Issues in emerging home delivery operations
	DOCUMENT : University of California, Transportation Center, Los Angeles, CA

	Energy consumption
	[30]
	The Economic and Environmental Implications of Centralized Stock Keeping
	Journal of Industrial Ecology

	
	[44]
	Green management practices and firm performance: A case of container terminal operations
	Resources, Conservation and Recycling


Table 1  Environmental E-commerce risk 
	Type of risk
	Authors
	Title
	Journal

	Environmental Sustainability
	[17]
	The environmental impact of changing logistics structures
	The International Journal of Logistics Management

	
	[20]
	The environmental implications of electronic commerce: A critical review and framework for future investigation
	Management of Environmental Quality: An International Journal

	
	[22]
	To study game coordination mechanism for closed-loop supply chain in rural e-commerce
	Journal of Physics: Conference Series

	
	[12]
	Perceived risk, the Internet shopping experience and online purchasing behavior: A New Zealand perspective
	Journal of Global Information Management (JGIM)

	
	[47]
	Product‐level carbon auditing of supply chains: Environmental imperative or wasteful distraction?
	International Journal of Physical Distribution & Logistics Management

	
	[16]
	The state of retailing online 2013: key metrics and initiatives
	Forrester.

	
	[28]
	Impact environnemental des livraisons et des retours du dernier kilomètre dans le commerce électronique de mode : une analyse de cas croisés de six détaillants.
	2019 IEEE International Conference on Industrial Engineering and Engineering Management (IEEM)

	
	[19]
	Exploring the integration of sustainability and supply chain management: Current state and opportunities for future inquiry
	International Journal of Physical Distribution & Logistics Management

	
	[18]
	Comparative analysis of the carbon footprints of conventional and online retailing: A “last mile” perspective
	International Journal of Physical Distribution & Logistics Management

	
	[1]
	Potential risks to e-commerce development using exploratory factor analysis
	International Journal of Services Technology and Management

	Last mile delivery
	[42]
	Impacts of home shopping on vehicle operations and greenhouse gas emissions: multi-year regional study
	International Journal of Sustainable Development & World Ecology

	
	[24]
	A selected review on the negative externalities of the freight transportation: Modeling and pricing
	Transportation Research Part E: Logistics and Transportation Review


Table 1 Environmental E-commerce risk 
	Type of risk
	Authors
	Title
	Journal


	Packaging
	[28]
	Environmental Impact of Last Mile Deliveries and Returns in Fashion E-Commerce: A Cross-Case Analysis of Six Retailers
	2019 IEEE International Conference on Industrial Engineering and Engineering Management (IEEM)

	
	[39]
	Dynamics in Logistics: Proceedings of the 7th International Conference LDIC 2020, Bremen, Germany
	Springer International Publishing/ BOOK

	
	[48]
	Energy use in sales and distribution via e-commerce and conventional retail: A case study of the Japanese book sector
	Journal of Industrial Ecology

	
	[40]
	The environmental impact of changing logistics structures
	The International Journal of Life Cycle Assessment

	
	[41]
	A comparative analysis of carbon emissions from online retailing of fast moving consumer goods
	Journal of Cleaner Production

	Resource
	[1]
	Potential risks to e-commerce development using exploratory factor analysis
	International Journal of Services Technology and Management

	
	[22]
	To study game coordination mechanism for closed-loop supply chain in rural e-commerce
	Journal of Physics: Conference Series

	Reverse logistic
	[23]

	Energy implications of online book retailing in the United States and Japan
	Environmental Impact Assessment Review

	Small deliveries
	
	
	

	Transport
	[28]
	Environmental Impact of Last Mile Deliveries and Returns in Fashion E-Commerce: A Cross-Case Analysis of Six Retailers
	2019 IEEE International Conference on Industrial Engineering and Engineering Management (IEEM)

	
	[48]
	Energy use in sales and distribution via e-commerce and conventional retail: A case study of the Japanese book sector
	Journal of Industrial Ecology

	
	[31]
	Vans and the Economy
	Advanced Engineering Informatics

	
	[17]
	The environmental impact of changing logistics structures
	The International Journal of Logistics Management

	
	[46]
	Effects of e-commerce on urban distribution and the environment
	Journal de la société d'Asie orientale pour les transports

	
	[49]
	Setting targets for reducing carbon emissions from logistics: current practice and guiding principles
	Carbon Management


4.2 Perceived risks

Many studies focus on perceived risks. These risks affect consumer behavior, especially in e-commerce transactions. These are the different types of risks recognized in online purchasing decisions, such as product risk, security risk, and privacy risk. Previous research has found a link between risk awareness of new shopping channels and purchasing decisions through these channels [50]. Consumers perceive risk in the majority of purchase decisions, but out-of-store purchases have a higher perceived risk. In addition, consumers consider buying online over the Internet dangerous, since it is a new form of information technology tied to direct marketing [51]. Also, [51] discovered that risk-averse customers are less inclined to shop online. According to [52], consumers frequently rely on the judgment of merchandise buyers of a store with a good reputation when they have no other information about a product and assume that they have chosen products carefully for resale. Consumer risk affects perceptions about online shopping, but not the aim of online shopping, according to [53]. A detailed literature review of perceived risk is shown in Table 2.
Privacy and security risk: Security risks are arising as a result of E-commerce virtuality and the Internet's accessibility, and they are now preventing further E-Commerce development [54]. The highest risk to electronic commerce is likely the protection of data. Market locations are frequently the scene of so many infractions that it frequently seems as though everyone is engaging in theft, making it a real challenge to ensure that your store is secure and safe [55]. On the other hand, [56] asked two questions about privacy and security in e-commerce. The first question is about Privacy - Is the data of registered users online secure? The second question is about security - Are online transactions secure? [56] asks these questions because hackers are constantly on the move with new tactics as well as new scams that result in more infections over the long term. The evolution of network security threats on the Internet requires constant help. On the other hand, e-commerce enterprises have sensitive information about their consumers, such as their contact details and delivery address. This data must be safeguarded against unauthorized users and misuse [57, 58,12].Aside from issues concerning online transaction security, the reliability of the Internet also appears to be linked to consumer privacy concerns. These include the unauthorized acquisition of personal information by businesses while using the Internet or the disclosure of personal information gathered by businesses to third parties [6, 59, 61]. Computer viruses and hackers are perpetually attempting to hack web firms, and steal customers’ data and financial information [62]. 

The computer system is a crucial business enabler in e-commerce since it is directly visible to the client. The system must build trust to fulfill the enabling role, and [63] contends that security is a crucial component of building trust. The final user and business units interacting with customers are a valuable source of security requirements due to the visibility of security-related requirements [64].
E-commerce systems are less secure than traditional types of businesses. To respond to the explosive expansion of e-commerce via the Internet, it is necessary thoroughly address e-commerce security issues [65]. A study in South Africa [66] revealed that e-commerce has not yet fully solved the security and trust difficulties that currently affect online commerce, along with the doubts that currently affect purchasers and users in South Africa. Also, this analysis of perceived risks showed that financial and data corruption impact consumers' decisions to buy or not buy online goods or services [66]. 
Product risk: Four risk factors for online purchases have been identified [67]: technology, seller, consumer, and product. This research enabled the identification of numerous product risk definitions. According to [68] a product's risk is determined by its price and degree of ambiguity. Additionally, the term "product risk" refers to the possibility of making a poor purchase decision [12]. In addition, the risk associated with a product includes the possibility of making a poor economic decision due to an inability to evaluate costs, the impossibility of returning goods, and the possibility of not receiving a paid item [53 , 69]. Also known as, the degree to which people believe they will suffer losses due to the pressure of pairings if they make purchases on the internet is known as the consumer risk [67]. Another factor to take into account is the product's performance, which is related to the risk, that a product won't function as intended [50, 53, 69]. This is partially due to the inability to inspect the products before purchase [51]. According to [50], the possibility of online shopping declines as the product's risk increases. While there are four other types of risk (time risk, supplier risk, security risk, personal information risk, and performance risk), price comparison risk is more important in traditional purchasing. Therefore, the online environment presents a higher level of risk for these four types of risk than the traditional shopping environment [70]. Last but not least, [66] adds that there are still additional risks, such as not receiving the products or services that were ordered online, purchasing phony goods online, finding a deal, and some other issues. Table 2 shows the publications presenting the perceived risks.
Table 2 E-commerce Perceived risk
	Type of risk
	Authors
	Title
	Journal

	Perceived risk
	[51]
	Strategies for reducing consumers’ risk aversion in Internet shopping
	Journal of consumer marketing

	
	[53]
	Consumer reactions to electronic shopping on the World Wide Web
	International Journal of electronic commerce

	
	[71]
	Internet marketing. 
	New York: John Wiley & Sons.

	
	[52]
	Consumer Behavior (eight edit)
	Document: New Jersey: Pearson Education


Table 2 E-commerce Perceived risk
	Type of risk
	Authors
	Title
	Journal


	Privacy & Security risk
	[12]
	Perceived risk, the Internet shopping experience and online purchasing behavior: A New Zealand perspective
	Journal of Global Information Management (JGIM)

	
	[54]
	From risk analysis to security requirements
	Computers & Security

	
	[62]
	Analysis of e-commerce risk typologies
	Colloquium-journal

	
	[66]
	A Risk Analysis of E-Commerce: A Case of South African Online Shopping Space
	2019 Systems and Information Engineering Design Symposium (SIEDS)

	
	[56]
	A Conceptual Framework for Mitigating the Risk in eCommerce Websites
	2020 8th International Conference on Reliability, Infocom Technologies and Optimization (Trends and Future Directions)(ICRITO)

	
	[65]
	A Software Framework for Non-Repudiation Service based on Adaptive~Secure Methodology in Electronic Commerce
	Information Systems Frontiers

	
	[57]
	Consumer Perceptions of Privacy and Security Risks for Online Shopping
	Journal of Consumer Affairs

	
	[64]
	Holistic security requirement engineering for electronic commerce
	Computers & Security

	
	[63]
	Trust in cyberspace
	Book

	Privacy and security risks
	[61]
	Consumer privacy concerns about Internet marketing.
	Communication of the ACM

	
	[55]
	E-Commerce and Consumer Protection in India: The Emerging Trend
	Journal of Business Ethics

	
	[60]
	Building consumer trust online
	Communications of the ACM

	
	[58]
	Ripple effect in the supply chain: An analysis and recent literature.
	International Journal of Production Research,

	
	[59]
	Internet marketing.
	New York: John Wiley & Sons.

	
	[6]
	Influences on the intent to make Internet purchase
	Internet research.

	Financial risk
	[66]
	A Risk Analysis of E-Commerce: A Case of South African Online Shopping Space
	2019 Systems and Information Engineering Design Symposium (SIEDS)


Table 2 E-commerce Perceived risk
	Type of risk
	Authors
	Title
	Journal

	Product risk
	[12]
	Perceived risk, the Internet shopping experience and online purchasing behavior: A New Zealand perspective
	Journal of Global Information Management (JGIM)

	
	[51]
	Strategies for reducing consumers’ risk aversion in Internet shopping
	Journal of consumer marketing

	
	[68]
	Customer expectations in online auction environments: An exploratory study of customer feedback and risk
	Journal of Operations Management

	
	[67]
	Consumers’ perceived risk: sources versus consequences
	Electronic commerce research and applications

	
	[66]
	A Risk Analysis of E-Commerce: A Case of South African Online Shopping Space
	2019 Systems and Information Engineering Design Symposium (SIEDS)

	
	[69]
	Print and Internet catalog shopping: Assessing attitudes and intentions.
	Internet Research: Electronic Networking Applications and Policy

	
	[53]
	Consumer reactions to electronic shopping on the World Wide Web
	International Journal of electronic commerce

	
	[50]
	On risk, convenience, and Internet shopping behavior
	Communications of the ACM

	
	[70]
	Clickable World Wide Web banner ads and content sites
	Journal of Interactive Marketing

	Consumer risk
	[67]
	Consumers’ perceived risk: sources versus consequences
	Electronic commerce research and applications


4.3  Operational Risks
Logistics success is essential to e-commerce as e-commerce is an area based on delivery through a defined logistics network. This explains why the risks to which logistics are exposed automatically affect e-commerce activity. These are risks that are directly tied to the supply chain and arise at the supply and demand level. Of those discussed in this study, operational risk accounts for 27,9%. In the literature, [72] pointed out the types of e-commerce risks that can pose to businesses, including operational and technical risks. Hence, operational risk mainly refers to the risk from supply-demand uncertainty, operator mistakes, and incidents that can reduce levels of service or impede normal operation [73]. In addition, [74] define operational risks as the failure of operations, insufficient manufacturing or processing capability, excessive levels of process variance, changes in technology, and changes in operating exposure. According to a [75] study, demand and supply planning and integration risks, risks associated with inventory and customer service, and satisfaction - Risks to the availability and integrity of information are the operational risks deemed to be the most significant in a supply chain. According to [76], in a virtual business, the identification of operational risks as technological reliability issues or logistical inefficiencies that have an immediate impact on the company's daily commercial operations is what leads to deviations from financial goals in international operations. Among the operational risks affecting e-commerce, supply risk is considered by different researchers in different articles. According to [77], define supply risk as "the probability of an incident occurring related to incoming supply that may result in vendor(s) or supply market failures, resulting in the focal firm's inability to meet customer demand within projected prices, or causing risk to client health and security ". Different researchers have identified different types of supply risks, the following summarizes the different supply risks:
The Accidents during delivery; would result in a significant drop in performance and significant losses [78].
Demand and supply planning and integrations risk: when demand increases abnormally, the forecasted supply may not be able to meet additional demand, resulting in lower sales and lower customer satisfaction. B2C e-commerce has lower customer switching costs [79].
Supply interruption risk: when an e-commerce business relies on inventory, then local or worldwide catastrophes such as fires, floods, cyclones, or economic decline might cause product supply to be disrupted. [80, 81].
Transport risks in air cargo logistics: defined as the difference between actual and planned arrival times [82].
Regulatory and compliance risks:  Cross-border e-commerce is subject to FDI legislation and restrictions. Labeling and packaging are governed by municipal regulations [75].
Vendor quality risk: It consists of four elements dealing with the lack of expertise and experience of the supplier, the lockdown situation, the supplier offering outdated technology expertise, and the supplier providing poor service, all of which are related to the supplier's quality during the outsourcing of e-commerce activities, [1]. Technology, vendor, consumer, and product are the four risk factors outlined by [67] for e-commerce. Price comparison risk is higher in a typical auction, according to the risk classification [71] despite the presence of four other types of risk (time risk, vendor risk, security risk, privacy risk, and performance risk).

Uncertainties on supply: Certain unpredictable catastrophes, such as strong rains, floods, fires, earthquakes, labor strikes, and other disruptions, can disrupt a supply chain's operation and put the company's ability to respond to the test [83].
Demand risk is a supply chain operational risk. It is also considered an e-commerce risk. [84] defined demand risk as potential discrepancies between planned and actual demand. Hence [85] adds that demand risk is any risk related to the logistical flow outbound, and product demand, due to short product life cycles, seasonality, trend fluctuations, or new product introductions [86].On the alternative hand, [74], upload every other risk about the demand as demand uncertainty. The uncertainty disturbs also the cost factors as cited [87]. Moreover, [79] append the demand planning and integrations risk as a kind of risk. At the last, demand fluctuation is another risk that disturbs the supply chain [88]. According to [78], uncertainty in demand and supply, mistakes made during warehousing operations, and delivery accidents would result in a significant decline in performance and major losses. Disasters can harm E-commerce logistics infrastructure, cause substantial delays in the delivery of goods, and serious overstock at remote distribution hubs. A recent example of this was Typhoon Mangkhut in 2018. E-commerce logistic risk: According to [62], fraud risks, such as identity theft, the loss of personal data related to payment systems, and third-party fraud risks in the supply and logistics industries, such as fraud, corruption, etc., have started to harm online retail businesses. The summary of the literature review of e-commerce operational risk is shown in Table 3.
Table 3: E-commerce Operational risks
	Type of risk
	Authors
	Title
	Journal

	Operational risk
	[73]
	Risk management of logistics systems
	Transportation Research Part E: Logistics and Transportation Review

	
	[72]
	Electronic Commerce Risk: The Role For Standards
	Proceedings of the Twelfth Australasian Conference on Information Systems

	
	[74]
	Global supply chain risk management
	Journal of business logistics

	
	[76]
	A conceptualization of e-risk perceptions and implications for small firm active online internationalization
	International Business Review

	
	[75]
	Developing a Resilient Supply Chain
	Procedia - Social and Behavioral Sciences

	Demand risk
	[79]
	Managing risk for e-commerce supply chains: an empirical study
	IFAC-PapersOnLine

	
	[84]
	Minimization of supply chain cost with embedded risk using computational intelligence approaches
	International Journal of Production Research

	
	[85]
	A conceptual framework of vulnerability in firms’ inbound and outbound logistics flows
	International Journal of Physical Distribution & Logistics Management

	
	[86]
	Learning from Toys: Lessons in Managing Supply Chain Risk from the Toy Industry
	California Management Review

	
	[87]
	Cross-border B2C e-commerce to China: An evaluation of different logistics solutions under uncertainty
	International Journal of Physical Distribution & Logistics Management


Table 3: E-commerce Operational risks
	Type of risk
	Authors
	Title
	Journal

	Demand risk
	[78]
	Data-driven operational risk analysis in E-Commerce Logistics
	Advanced Engineering Informatics

	
	[74]
	Global supply chain risk management
	Journal of business logistics

	
	[88]
	Risk management in the supply chain: characterization and empirical analysis
	Journal of Applied Business Research (JABR)

	E-commerce logistic risks

	[62]
	Analysis of e-commerce risk typologies
	Colloquium-journal

	Supply risk
	[77]
	An analysis of supply risk assessment techniques
	International Journal of Physical Distribution & Logistics Management

	
	[79]
	Managing risk for e-commerce supply chains: an empirical study
	IFAC-PapersOnLine

	
	[75]
	Developing a Resilient Supply Chain
	Procedia - Social and Behavioral Sciences

	
	[73]
	Risk management of logistics systems.
	Transportation Research Part E: Logistics and Transportation Review

	
	[80]
	Supply-chain breakdown
	MIT Sloan management review

	
	[83]
	Risk in supply networks
	Journal of Purchasing and Supply management

	
	[78]
	Data-driven operational risk analysis in E-Commerce Logistics
	Advanced Engineering Informatics

	
	[81]
	Literature review on disruption recovery in the supply chain.
	International Journal of Production Research

	
	[82]
	Exploiting Big Data in Logistics Risk Assessment via Bayesian Nonparametrics
	Operations Research

	
	[71]
	Internet marketing. 
	New York: John Wiley & Sons.

	
	[67]
	Consumers’ perceived risk: sources versus consequences
	Electronic commerce research and applications

	
	[1]
	Potential risks to e-commerce development using exploratory factor analysis
	International Journal of Services Technology and Management


4.4 Reverse logistics
Reverse logistics is a strategy for attracting e-commerce customers, and it is required to serve and meet the needs of goods that are not qualitatively or quantitatively appropriate.[38] define reverse logistics deals with managing the movement of goods back to manufacturers, distributors, and retailers because they are the wrong size, broken, obsolete, or not ordered. As noted, [89]: In e-commerce supply chains, reverse logistics (RL) is imperative due to multiple factors such as returns, non-deliverable and damaged goods, exchanges, and environmental issues. The American Executive Board of Reverse Logistics defines reverse logistics as the process of planning, implementing, and controlling the efficient and cost-effective flow of raw materials, inventory, finished goods, and related information from the point of consumption to the point of origin, Reclaim value or dispose of properly [90].On the other hand, reverse logistics contains all management-related activities, reduction, treatment, and disposal of wastes (hazardous and non-hazardous) at various stages of the product’s life cycle, including production and packaging, use phase, and reverse distribution process [91, 92]. In other words, reverse logistics is the practice of moving items from their regular final destination to restore their value or properly dispose of them [92]. In this sense, Customers are more likely to shop and purchase when a company offers free returns [28, 93]. Reverse logistics thus creates additional challenges for retailers as well as additional energy consumption, packaging, and transportation. This has an environmental impact along with energy consumption and CO2 emissions, which in this case can be attributed to the e-commerce risk grid in terms of environmental impact. Additionally to environmental impact, additional costs associated with adopting reverse logistics, as described in [94]’s research, in which they proposed a planning method for optimizing carbon taxes, transportation costs, processing costs, and information costs for inverse logistics. Table 4 shows the publications presenting the e-commerce reverse logistic risks.
Table 4 E-commerce and the reverse logistic risks
	Type of risk
	Authors
	Title
	Journal

	Reverse logistic
	[92]
	An examination of reverse logistics practices
	Journal of business logistics

	
	[93]
	The effect of return policy leniency on consumer purchase and return decisions: A meta-analytic review
	Journal of Retailing

	
	[28]
	Environmental Impact of Last Mile Deliveries and Returns in Fashion E-Commerce: A Cross-Case Analysis of Six Retailers
	2019 IEEE International Conference on Industrial Engineering and Engineering Management (IEEM)

	
	[95]
	A review of reverse logistics and closed-loop supply chains: A Journal of Cleaner Production focus
	Journal of Cleaner Production


Table 4 E-commerce and the reverse logistic risks
	Type of risk
	Authors
	Title
	Journal

	Reverse logistic
	[89]
	Prioritizing barriers in reverse logistics of E-commerce supply chain using fuzzy-analytic hierarchy process
	Electronic Commerce Research

	
	[94]
	Forward and reverse logistics network and route planning under the environment of low-carbon emissions: A case study of Shanghai fresh food E-commerce enterprises.
	Computers & Industrial Engineering

	
	[22]
	To study game coordination mechanism for closed-loop supply chain in rural e-commerce
	Journal of Physics: Conference Series

	
	[38]
	Issues in emerging home delivery operations
	Document : University of California, Transportation Center, Los Angeles, CA


4.5 E-commerce other risks
Other risks include risks associated with electronic commerce development, as well as risks associated with e-commerce projects. Concerning the risks associated with the development of online purchasing, [1] established an empirical study of the risks associated with the development of electronic commerce, which included the following risks: Risks associated with resources risk, requirements risk, vendor quality risk, risks associated with client-server security, legal risk, managerial risk, outsourcing risk, physical security risk, cultural risk, and reengineering risk. Similarly, according to research performed by [83], they identified several other risks affecting electronic commerce, including strategic risk, client risk, asset depreciation risk, strategic Risk, customer Risk, Asset Impairment Risk, Competitive Risk, Reputation Risk, Financial Risk, Fiscal Risk, Regulatory Risk, and, Legal Risk. [96] divides e-commerce risk into four categories: technical risk, individual risk, economic risk, and societal risk. The technical risk level seeks to highlight risks from a technology perspective. The individual risk concerns the confidentiality of users. The economic risk level comprises the economic impacts that are immediately reflected in sales loss or indirectly in image loss. The societal risk level defines societal threats such as cyber terrorism and industrial espionage etc... [72] categorize e-commerce risks as technical and operational risks. These risks include the visibility of hardware and software failures, hacking and denial-of-service assaults, and internal security breaches. Additionally, [97] they have found that the frequent emergence of risks associated with online media, such as security flaws, trust issues (for example, download delays, interface limitations, and so on), and other risks causing damage or customer dissatisfaction, hurt business performance. Last, [98] identify some risks inherent in e-commerce projects, such as inter-platform compatibility, firm restructuring, security, competition, and system reliability. Table 5 shows the publications presenting e-commerce other risks.
Table 5 E-commerce Other Risks
	Type of risk
	Authors
	Title
	Journal

	Risks associated with E-commerce development

	[1]
	Potential risks to e-commerce development using exploratory factor analysis
	International Journal of Services Technology and Management

	
	[96]
	Insurability of electronic commerce risks
	Proceedings of the 35th Annual Hawaii International Conference on System Sciences

	
	[83]
	Risk in supply networks
	Journal of Purchasing and Supply management

	
	[72]
	Electronic Commerce Risk: The Role for Standards
	Proceedings of the Twelfth Australasian Conference on Information Systems

	Risk inherent to e-commerce projects
	[98]
	Time-based management of project planning in e-commerce deployment
	Proceedings of the 2000 IEEE International Conference on Management of Innovation and Technology. ICMIT 2000. 'Management in the 21st Century (Cat. No.00EX457)

	Media risk
	[97]
	Current technological impediments to business-to-consumer electronic commerce
	Communications of the Association for Information systems


5. CONCLUSION
E-commerce serves to satisfy the needs of a wide range of customers by selling products or services. As a result, every online merchant has to improve on the growing number of points of failure that affect the flow and maintain operational performance. This document focuses on the various risks of e-commerce: operational risks directly related to logistics, risks related to customer privacy, and security of online transactions, mainly those affecting environmental sustainability. 

From this risk review, we found that as information technology advances, it becomes easier to address, eliminate, and manage identified operational risks. On the other hand, e-commerce is developing rapidly, and sales of products and services continue to increase, resulting in soaring fuel consumption, which leads to environmental pollution and thus risks affecting environmental sustainability. Is still a little difficult to manage. Fuel and package consumption in e-commerce remains high compared to traditional retail stores. Environmentally friendly transportation and packaging solutions are still expensive and difficult to manage for e-merchant who wants to serve and satisfy their customers in a highly competitive world. To this end, future research should focus on risk prevention and risk management to make e-commerce more resilient to disruptions and risks.
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