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ABSTRACT

Risk management has become an important issue in the information
security area. This study proposes a Semi-Markov chain model to manage
the information security risk. When the state information is not recognized
as a normal state, the model can send a warning signal to the manager. A
simulated model was used to validate the semi-Markov chain model.
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1. INTRODUCTION

Risk management has become an important issue in the information
systems area’. Risk management in this study refers to the risk in
information security or information assurance. Information assurance
includes “measures that protect information and information systems by
ensuring their availability, integrity, authentication, confidentiality, and
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non-repudiation. These measures include providing for restoration of
information systems by incorporating protection, detection, and reaction
capabilities” 2,

Over the past decade, the need for information assurance has grown
rapidly. This is evidenced by a number of national initiatives spanning
the federal government and the private sector. For example, the National
Cyber Security Leadership Act of 2003 designated that it is the
responsibility of the Chief Information Officer (CIO) within each Federal
Agency to:

1. ldentify the significant vulnerabilities of the information technology
of such agency, including--(A) vulnerabilities of such classes of
information technology of such agency as the Chief Information
Officer shall designate for purposes of this section; and (B)
vulnerabilities of the information technology of such agency as a
whole;

2. Establish performance goals for eliminating the significant
vulnerabilities of the information technology of such agency
identified under paragraph (1), with such performance goals--(A) to
be established utilizing the current state of the information
technology of such agency as a baseline; (B) to be stated both for
particular classes of information technology of such agency (as
determined under paragraph (1)(A)) and for the information
technology of such agency as a whole; and (C) to be expressed as
target ratios of vulnerabilities per information technology;

3. Procure or develop tools to identify and eliminate the vulnerabilities
identified under paragraph (1) in order to achieve the performance
goals established under paragraph (2);

4.  Train personnel of such agency in the utilization of tools procured or
developed under paragraph (3);

5. Not less often than once each quarter, test the information technology
of such agency to determine the extent of the compliance of the
information technology with the performance goals established under
paragraph (3); and
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6. To the extent that the information technology of such agency does not
comply with the performance goals established under paragraph (3),
promptly develop and implement a plan to eliminate significant
vulnerabilities in the information technology in order to achieve

compliance with such performance goals.
National Cyber Security Leadership Act of 2003, S 187 IS°.

In another national initiative (National Strategy to Secure Cyberspace,
2003), the call for increased attention to information assurance was wide
reaching — spanning federal government to home Internet users. The plan
notes that “our Nation’s critical infrastructures are composed of public and
private institutions in the sectors of agriculture, food, water, public health,
emergency services, government, defense industrial base, information and
telecommunications, energy, transportation, banking and finance,
chemicals and hazardous materials, and postal and shipping. Cyberspace is
their nervous system—the control system of our country. Cyberspace is
composed of hundreds of thousands of interconnected computers, servers,
routers, switches, and fiber optic cables that allow our critical
infrastructures to work. Thus, the healthy functioning of cyberspace is
essential to our economy and our national security”.

The objectives of the National Strategy to Secure Cyberspace are to:

Prevent cyber attacks against America’s critical infrastructures;
Reduce national vulnerability to cyber attacks; and

Minimize damage and recovery time from cyber attacks that do occur.

On the private side, businesses are becoming increasingly dependent
on technology for the liability of security and privacy as required by
legislation such as HIPAA, Sarbanes-Oxley, and California's Security
Breach Information Act 1986. The job of keeping the company's
infrastructure and network safe is growing increasingly complex as the
perimeter expands, threats become more sophisticated, and systems become
more complex and embedded. Information security is more than just
good IDs or firewalls. It involves keeping users educated, creating good
policies, getting the right budget, and sometimes monitoring user activity.
All of these efforts demand employment of sophisticated technology and
well trained personnel in information assurance.

Although information security is very important, it still lacks a
quantitative model for security assessment®. In the following sections, a
semi-Markov model is first proposed, and then simulated and validated.
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2. LITERATURE REVIEW ON IT RISK MANAGEMENT

Risk management has attracted considerable research attention in the
last 20 years. Risk management in IT can include software project risk®,
outsourcing risk, information security risk® and other IT risks. Rainer
Snyder, and Carr* propose a risk analysis process that employs a
combination of qualitative and quantitative methodologies.

A Markov process is a “‘stochastic process in which the probability of a
system state depends only on the previous state, not on the history of how to
get to the previous state.” " **

Suppose the probability that the system is in one of the n states at time
0 is represented by p(0), and

p(0)
p(0)= p2(0) , ipi(O):l (Eq. 2.1)
pn(0)

,\where p;(0) is the probability of the system is in state i at time 0.

The probability that the system is in one of those n states at time s is
px(s)
represented by p(s), p(s)= P2(s) , Where pi(s) represents the probability
Pn(S)
of the system is in state 1 at time s. And p(s)=T"(T’(...(T’p(0))))=T’s p(0),
where T’, the transpose matrix of T. is the transition probability matrix,

pir P21 ... Pm

T= Piz P2z ... Pnz , z pi =1, fori=1,2,....n (Eq.
nen v wan wen J:]_
P Pa2n ... Pnn

2.2)

A detailed calculation of the state transitions can be referred in the
papers by Shing and Chen et al® * . A semi-Markov process is a
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stochastic process that can have an arbitrary distribution of time between
state changes, and any new state is possible given the current state'*. Each
state is a recurrent non-null and aperiodic. That is, the semi-Markov chain is
ergodic’? and the system has a steady state p(s) when time s is large, where

T’p(s) = p(s).

In the next section we show how to simulate the state transitions and
how to validate the model.

3. SIMULATION OF THE SEMI-MARKOV CHAIN
MODEL

In this study, a simulation program was designed to simulate an
e-commerce environment that has potential security attacks. The program
was started by randomly generating initial states’. After randomly
generating the transition probability matrix, the program simulated the state
transitions for a large number of times.

In order to generate the transition probability for a semi-Markov chain
that satisfies Eq. 2.2, a truncated distribution was generated. If there are
eight states initially, the transition probability for the last state on a row of
T’ is generated by subtracting the sum of transition probabilities of the first
three states in the same row from one. The initial state is set to be:

P(0)=(p1(0),p2(0), ...,ps(0))=(0.349345,0.014499,0.000804,0.0203
8
07,0.558151,0.023165,0.001285,0.032445) and > pi(0) =L.

i=1
Each simulation runs for one million time units. The simulations are
randomly run for ten times. The mean p0 of the final states of all 10 runs
are created, and the variance-covariance matrix X is created for each case.
Those eight states are correlated and can be shown by scatter plots as in
the Figure 1 below:
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Figure 1. Examples of Scatter Plots of eight states under randomly
generated uniform (0,1)

4. VALIDATION OF THE SEMI-MARKOV CHAIN
MODEL

Assuming that the variance-covariance matrix between all states X is
known, we can test the hypothesis Ho: p=po vs Hi: p#po.  We reject Hg
_ _ _ 10
atthe o level if n(y - po)" Z1(y - Ho) > %,y Where y= Z yi /10 is
i=1

the average of n (n=10) final states of all runs and p (p=8)is the total

number of states'®.  That is to reject Hoat 0.05 level if 10(y - po)’ %

(y -1o)> %2058 =15.51. In Table I below, it shows mean p0 and the

variance-covariance matrix X of 10 runs of a randomly generated
exponential distributions with A2 =0.5 for the state transition matrix.
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Table 1. Average p, and the variance-covariance matrix X of 10 runs of a
randomly generated exponential distribution with 1 =0.5

state 1 state 2 state 3 state 4 state 5 state 6 state 7 state 8

runl 0.000211  0.000866  0.000625 0.001141 0.07385 0.303895  0.219258  0.400155
run 2 0.022933  0.030593  0.031837  0.059356  0.135532  0.180805  0.188153  0.350791
run 3 0.056049 0.02056  0.056076  0.087025  0.199054 0.073019  0.199152  0.309066
run4 0.010482  0.015897  0.019021  0.175276  0.037016  0.056141 0.067174  0.618993
run5 0.30571  0.087617  0.064312  0.206312  0.154731 0.044346  0.032551  0.104422
run 6 0.045532  0.072973  0.167455 0.20848  0.046556  0.074615 0.171221  0.213169
run7 0.044504  0.048618  0.042462  0.132097 0.121754 0.133008  0.116167  0.361389
run 8 0.163495 0.138899  0.055723  0.172634 0.14455  0.122804  0.049266  0.152629
run 9 0.074417 0.04978  0.058358  0.076203  0.213177 0.142601 0.167172  0.218293

run 10 0.049954  0.043289  0.071834  0.170202  0.099038  0.085826  0.142417  0.337441

Average 0.077329  0.050909 0.05677  0.128873  0.122526  0.121706  0.135253  0.306635

0.009703  0.005386  0.005139 0.00601  0.004869 0 0 0
0.005386  0.004261  0.002982  0.004394  0.002321 0 0 0

o 0.005139  0.002982  0.004707  0.004585 0 0 0.000519 0
g 0.00601  0.004394  0.004585  0.007353 0 0 0 0
5 0.004869  0.002321 0 0 0.006263 0 0.001617 0
) 0 0 0 0 0 0.00812 0.00568  0.004526
0 0 0.000519 0 0.001617 0.00568 0.00696  0.004456

0 0 0 0 0 0.004526  0.004456  0.015451

However, if ¥ is unknown, the sample variance-covariance matrix S
is used to estimate X . Then we can test the hypothesis Hy: u= o versus Hj:

u# po.  We reject Ho if 10(y - po) S™2(y - po) > T350, Where y=

10
Z yi /10 is the average of 10 final states of all runs, and T2is the

i=1

Hotelling’s T? test. S is the sample variance-covariance matrix, which
can be obtained by Z(yi - ?Xyi - 9)% Ly 1,
i=1

S-1is the inverse matrix of S. In Table 2 below, it shows the mean
uo and the sample variance-covariance matrix S for ¥ out of ten runs of a
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randomly generated Weibull distribution with parameter b=1 for the state
transition matrix.

Table 2. Average 10 and the sample variance-covariance matrix S of X of
10 runs of randomly generated Weibull distributions with parameter b=1

state state state state state state state state
1=yl 2=y2 3=y3 4=y4 5=y5 6=y6 7=y7 8=y8
runl 0.00286  0.010588  0.019275  0.228209  0.008101  0.029989  0.054595  0.646384

run 2 0.102668  0.029755  0.062048  0.105082 0.24007  0.069575  0.145088  0.245714

run 3 0.046714  0.068358  0.058361  0.244163 0.06515 0.095336  0.081394  0.340525

run4 0.040084  0.058827  0.051009 0.15216 0.09261  0.135913 0.11785  0.351548

run5 0.049504 0.05076  0.046313  0.098232  0.152711  0.156585  0.142867 0.30303

run 6 0.074364  0.072936  0.044172  0.201941  0.114659  0.112458  0.068107  0.311365

run?7 0.114699  0.092581  0.054949  0.188128  0.139986  0.112992  0.067063  0.229604

run8 0.087472  0.027654  0.068372  0.115501  0.205078  0.064835  0.160297  0.270791

run 9 0.061746  0.050827 0.04713  0.346858  0.060147  0.049511  0.045909  0.337873

run 10 0.121126  0.112545  0.032867  0.103201  0.206473  0.191845  0.056025  0.175919

':xverag 0.070124  0.057483 0.04845 0.178348  0.128499  0.101904 0.09392  0.321275
0.003918  0.002738  0.003162 0 0.004984  0.002879  0.001212 0

0.002738  0.003253 0 0 0.002306  0.003657 0 0

o 0.003162 0 0.00151 0 0.002433 0 0.002105 0

g 0 0 0 0.008457 0 0 0 0.006978

g 0.004984  0.002306  0.002433 0 0.007839  0.004053  0.004584 0

’ 0.002879  0.003657 0 0 0.004053  0.005311  0.001008 0
0.001212 0  0.002105 0 0.004584  0.001008  0.004558 0

0 0 0 0.006978 0 0 0  0.013402

In Table 3 below, an Excel spreadsheet is used to create the S matrix
shown in Table 2.

Assuming transition probability distributions are standard normal, and
if the system runs normally, the states are distributed as N(u, £ ).  There
are ten observations (yi, i=1,2, ...,10) of states in the long run. The value of
Lo In the testing hypothesis below has been measured before.
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Table 3. Using an Excel worksheet to calculate S for Table 2

yl*yl yl*y2 y1*y3 yl*y4 y1*y5 y1*y6 yl*y7 y1*y8
3.028E-0 5513E-0 0.000652 2.317E-0 8.577E-0  0.000156  0.001848
runl 8.18E-06 5 5 7 5 5 1 7
0.010540  0.003054 0.006370  0.010788  0.024647  0.007143  0.014895
run 2 7 9 3 6 5 1 9 0.025227
0.002182  0.003193  0.002726  0.011405 0.003043  0.004453  0.003802  0.015907
run 3 2 3 3 8 4 5 2 3
0.001606 0.002044  0.006099  0.003712  0.005447 0.004723  0.014091
run 4 7 0.002358 6 2 2 9 9 5
0.002450  0.002512  0.002292 0.004862  0.007559  0.007751  0.007072  0.015001
run5 6 8 7 9 8 6 5 2
0.005423  0.003284  0.015017 0.008526  0.008362  0.005064  0.023154
run 6 0.00553 8 8 1 5 8 7 3
0.013155 0.010618 0.006302  0.021578 0.016056  0.012960 0.007692  0.026335
run 7 9 9 6 1 3 1 1 3
0.007651 0.005980  0.010103 0.017938  0.005671  0.014021  0.023686
run 8 4 0.002419 6 1 6 2 5 6
0.003812  0.003138 0.002910 0.021417 0.003713  0.003057  0.002834  0.020862
run9 6 4 1 1 8 1 7 3
0.014671  0.013632 0.012500 0.025009  0.023237 0.006786  0.021308
run 10 5 1 0.003981 3 2 4 1 4
Averag 0.004638  0.003594  0.011442  0.011023  0.007817 0.018742
e 0.006161 1 8 5 1 1  0.006705 3

To test the hypothesis Ho: pu= o versus Hi: p# po, where po =
0.006161 0.0046381 0.0035948 0.0114425 0.0110231 0.0078171 0.006705 0.0187423

Using the values in Table 2, the average of ten observations is y =

0.070124  0.057483 0.04845 0.178348 0.128499 0.101904 0.09392 0.321275
From Table 2, 10(y - po)” S™2(y - po) =28 < T% 0589 = 697.356.

The null hypothesis is not rejected. Therefore the security has not been
breached.

5. CONCLUSIONS

The risk management model we propose is to periodically examine the
state transition matrix of the semi-Markov chain model. From the
observations of the matrix, we can tell whether the system will reach a
steady state. If a state does not belong to one of the possible eight states, it
violates the security requirement and poses a possible risk to the
information security. Besides, if any state probability p(s) at time s from
the simulation run shows an abnormality compared to data collected, then
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the system may have a security breach. The proposed risk model can help
managers to understand the security status, enabling the manager to
implement necessary security strategies.
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